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Posknan koncynbranii  Ouui koncynomayii

Micrie npoBeIeHHS 48 ayo.

Onuc (ucHUIUIiHA
Ilpeomemom  susuenns  kypcy Komm’rorepHa oesreka €  iHDOpMaIriiiHe
cepenoBuile [HTepHETY.

06 ’exmom npeomema KoM’ orepHadesneka €  crocoou  goctymy — H
BUKOPHCTaHHS 1H(pOpMaIlii, HassBHOI B II100alIbHIA MEpexi.

Komm’rorepHy 6€31eKy 4acTo OTOTOKHIOIOTH 3 IMOHATTIM «Ki0epOe3rneKa.

3aeoannamu eusuenns oucyuniinu Komn’romepna besnexa e€:

— BUPOOJICHHS] HABUYOK €THYHOI poOOoTH 3 iH(pOopMaIi€to;

— (QopMyBaHHS yMiHb KPUTHUYHO OIIHIOBATH 1H(MOpMAIlIHI MaTepiain, PO3MIIlIEH] B

Mepexi;

— 3HWKEHHS MPOSBIB MIpaTCTBA i TUIariaTy B TII00ATBHINA MEpPexKi;

— Mpomarasja B CyCHUILCTBI MTOBAru J0 IHTEIEKTYyaIbHOI BIACHOCTI;

— rapaHTyBaHHS IPaB 0COOM HA TOCTYI 70 iH(pOpMaIii;

— 3a0e3rneyeHHs PO3BUTKY KibepOesneku B YKpaiHi;

— BUpPOOJICHHSI YMIHb 3aXMINATH MPOTPaMHI MPOAYKTH Bl MOKIUBHUX MEPEKEBUX
aTax.

Memoto eusuenns oucyunainu Komm’rorepHa Oe3neka € (OpMyBaHHS y CTY/ACHTIB
YMIHb 1 HABUYOK €TUYHOI Ta KPUTUYHO1 poOOTH 3 1H(HOPMALII€I0, YMIIIEHOO B TJI00aNbHIN

MepEexXi, 3aXUCTY BIACHOIO IHTEJIEKTYaJIbHOTO HAaI0AHHS B1l HECAHKLIOHOBAHOTO JOCTYITY
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Ta BUKOPpUCTAHHS.

MMoniTka IMCUUILUTIHA

AxaneMiuHa J00pouecHiCTh. OUIKyeTbCs, IO POOOTH CTYAEHTIB OyayTh iX
OpUTIHAIBHUMH JOCIIKEHHAMH YM MIPKYBaHHSIMHU. BIiACyTHICTH mMOCHUJIaHb Ha
BUKOPHUCTaHI1 Jikepena, GaOpuKkyBaHHs JHKepesl, CIIUCYBaHHs, BTpPYYaHHS B pOOOTY 1HIIMX
CTYJEHTIB CTAaHOBJATH, aje He OOMEXYIOTb, MNPUKIATM MOXIMBOI aKaJIeMIYHO1
Heo0poyecHOCTi. BusiBneHHs1 03Hak akaaeMidyHO1 He10OPOYECHOCTI B MUCHMOBINA POOOTI
CTyJI€HTa € MiJCTaBOIO JUIs ii He3apaxyBaHHsS BHMKJIaJayeM, HE3aJEeKHO Bl MacuTaOiB
niariary.

Biosioyeanns 3amsms. 3m00yBadi BHUINOI OCBITH 3000B’si3aHi: JOTPUMYBATHUCS
BUMOT 3aKoHO/aBcTBa, CraryTy Akajaemii; BIIBIIYBAaTH YCl BUJM HaBYAJIbHUX 3aHSTDH;
ckinagaTv (TMepeckiagaTH) 3ajik; JIKBIIOBYBaTH aKaJeMiuHy 3a00proBaHICTh Y

BCTAHOBJICH1 TEPMIHH.

HaBuyaabHMid KOHTEHT

Tema 1 OcHoBHi 3arpo3u Ta Bpa3janBoOCTi iHGopMaliiiHUX cUCTEM.

OcCHOBHI 3arpo3u Ta BpPa3JUBOCTI 1HGOPMAIIMHUX CHUCTEM BKJIIOUYAIOTh B cebe
kibepartaku, BipycH, (IIIUHT, BUTIK KOHQIICHINIHHOT iHpOopMaIlli, HECaHKI[IOHOBaHUM
JTOCTYII 10 JaHWX, BHYTPINIHI 3arpo3W, a TaKOoX HeJAOoCTaTHS KiOepbOesreka Ta
BIJICYTHICTh PETYJPHOIO OHOBJICHHS MPOTpaMHOro 3abe3nedeHHs. [y 3amobiranHs
UM 3arpo3aM HEOoOXITHO BXHBATH 3axO0JiB 3 KiOepOe3reKku, BCTAHOBIIOBATH
AHTUBIPYCHE INpOTpaMHE 3a0€3MEeUCHHS, HaBUaTH NEPCOHANTY IMpaBHJIaM O€3NeKH Ta
PEryJIspHO ayIUuTyBaTH iH(QOpMAIIIiHY CUCTEMY.

Tema 2. Ilpunuunu Kidepée3nexku Ta npapuiia 6e3nexu B IT.

[Tpuamunu kibepOesnexku Ta mpaBuina Oesneku B [T BKIIOYAIOTH 3aXHCT
KOH(D1IEHIIIMHOCTI JaHUX, BUKOPUCTAHHSA CUJIBHUX IMAapOJIIB, PETyIsipHE OHOBJICHHS
MpPOrpaMHOro  3a0e3MeuYeHHs, BHUKOPUCTAHHS  AHTUBIPYCHOTO  MPOrPAMHOIO
3a0e3nedeHHsT Ta OOEpeKHE BIOKPUTTA HEBIOMUX TMOCHIAHb YW BKJIQJCHb B
CJICKTPOHHUX JINCTaX.

Tema 3. 3axonu 3a0e3neveHHs 0e3NMeKu JaHUX Ta iHdopmamii.

3abe3nedenns O6e3nekn naHux Ta iH(opmallii B cydacHOMY MU(PPOBOMY CBITI €
HAJ3BHYAHO BAXJMBOIO 3aJadueio JJIs  opraizamiii ycix wmacmrabiB. Jlns
JOCSITHEHHS 1IbOTO METH, CI1J] BXXMBAaTH KOMIUIEKC 3axofiB, BKJIoudarouu: 1.
BuxoprcraHHS CHIBHUX TapojiB Ta MexaHi3MiB nBodakTopHOI ayTreHTH(iKarii. 2.
HudpyBanHs maHWX mia dac iX mepenadi ta 30epiranHs. 3. PerymspHe pesepBHE
KOIitoBaHHS 1H(opMallii Ayist 3anodiraHHs BTpat ganux. 4. BopoBamkeHHs mporpam
3aXMCTY BiJ BIPYCIB Ta IHIIMX MIKIJIMBUX Mporpam. 5. OOMiH iHQOpMAIIi€rO JIUIIE 110
3aXUIICHUX KaHamax 3B'13Ky. 6. HaBuaHHs mepcoHamy mpaBuiam KiOepOesmeku Ta
MpakThKaMm O€3MeKu JaHUuX.



Tema 4. Kpunrtorpadgiuni Meroam 3axucrty iHpopmaiii.

Cumerpuuyde mudppyBaHHS — BUKOPUCTOBYE OJUH KIIOY I IIHPPYBAHHS 1
nemmdpysanns (AES, DES).

AcuMmeTpuuHe MUPPYBaHHSI — BUKOPUCTOBYE MApPy KIIOUIB: IMYOIIYHHUM ISt
mudpyBaHHs 1 npuBatHuid 1uis aemndpysanus (RSA, ElGamal).

XerryBaHHs — IEPETBOPIOE JIaH1 B XeIIl /I IepeBipku niaicHocti (SHA,

MDS). HudpoBuii mignuc — miaATBEpIKY€E CIPABKHICTD 1 UTICHICTh AaHUX.

Creranorpadis — npuxoBye caM (akT nepenadi iHpopmariii, BOyA0BYIOUH ii B 1HII1

JaHI.

Tema 5. 3axucT Bix MepeskeBUX 3arpo3: BipycH, Xakepu, (ituuHr.

Bipycu — mkiimBi nporpaMu, 1o MOUIMPIOIOTECS Yepe3 (Qailii Ta BUKOHYIOTh
JNECTPYKTUBHI /111 HA IPUCTPOSAX. 3aXUCT: AHTUBIPYCH, PETYJISIPHI OHOBIICHHS.

Xakepu — 3JOBMUCHUKH, L0 3JaMYyIOTh CUCTEMHU IS KPaADKKH JaHUX abo
OTPUMAaHHS JOCTYMy. 3axucT: OpaHamayepu, 1BoGaKTOpHa ayTeHTH(IKAIlis, CUIbHI
napoii.

QImUHT — MmaxpacbKi CpoOu OTpUMATH KOH(IACHIINHY 1HpOpMallilo depes
nipoOsieHi callTu abo eNeKTPOHH1 JIMCTH. 3axUCT: HaBUYaHHS KOPHCTYBAayiB,
aHTUQIIIUHTOB1 IHCTPYMEHTH, YBAXKHICTH J10 MI03PUINX MOB1IOMJICHb.

Tema 6. 3akoHoaaBcTBO y cepi kidepoe3nexu

3axXuCT NePCOHAIBHUX JaHUX — 3aKOHH, 1[0 PEryTI0ITh 00pOOKY Ta 30epiranHs
ocobucroi inpopmariii (manpukian, GDPR y €C).

Kibep3nounHnn — KpuMiHaJIbHA BIAMOBIAAIBHICTh 32 HECAHKI[IOHOBaHI
JOCTYIH, 3JIOMHU CUCTEM 1 KPaJIDKKy JaHUX.

3axXuCT KPUTUYHOT IHPPACTPYKTYpHU — IIPABUIIA JIJISI 3aXUCTY BAXKIIMBUX JIJIS
JIEpKaBU CUCTEM (€HEPreTHUKa, TPAHCTOPT).

MiKXHapOIHE CITIBPOOITHUIITBO  — yroau MDK KpaiHamu Jjist
nipHOT 60pOTHOU 3 Kibep3arpo3amu.

MeTtoau HaBYaHHA

JlaGopaTopHi poOOTH, OSICHEHHS, PO3IIOB1/Ib, IEMOHCTpAITiS.

MeTtoau KOHTPOJIIO
OnurysBanns, IH/I3, camocriitHa poboTa, 3k

IMosiTnka oOuiHIWBaHHS : 3aHATTS NPOBOAATHCS y (POpPMi TUCKYCiH, MO3KOBHX
IITYpMiB; BUCJIOBJIIIOBAHHS BJIACHOI TOYKH 30PY 3a0XOUYETHCS;, HETEPIUMICTH IO
akaJeMiyHoro miariatry. Ha JekmiiHuX 3aHATTSX TPOBOMSATHCS OJII-ONMUTYBaHHS
IOJI0 aHaji3y OCTaHHIX HOBUH Taly3i peKiIaMHO-1HGOPMAIIHHUX TEXHOJOTIH Ta
PE3yNIBTATHBHOCTI POOOTH Ha cydacHOMY etari. OIHIOIOTHhCS aKTyalbHAa HOBHHA,
I'PYHTOBHE MOSICHEHHS 1 BJIaCHA TOYKa 30Dy .
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